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Actalis (Aruba Group) and Alleantia partnership: 'Trusted IoT' is
born, the first solution for legally compliant identification and
certification of data in the 10T industry

London, 19th October 2023 - The adoption of advanced technologies such as 10T, Al, cloud and analytics is
not enough to ensure their full potential is unlocked. These technologies rely on the effective availability of
real-time data that is identified, certified and unalterable, even when it comes from external sources, i.e. supply
chain and partners, to derive their full potential.

The long-term digital preservation of this data must be guaranteed, for an ‘indefinitely long time', without any
possibility of alteration and tampering, even by the same party storing it.

To meet this need, Actalis - the first European Certification Authority for SSL, part of the Aruba group, qualified
according to the elDAS regulation for the provision of certified services and recognised worldwide for the
issuing of SSL server certificates - has collaborated with Alleantia, a leader with well-established international
experience in plug&play IoT integration of industrial systems and processes to improve productivity, quality
and safety.

The two Italian companies announce the Trusted I0oT (T-loT) project, the first enterprise-grade solution for
legally compliant identification and certification of certified data in the industrial 10T. The project is compliant
with national and international regulations, which transfers the same levels of security, non-repudiation and
non-alterability to information generated by industrial systems already in use today, in the exchange of digitally
signed relevant documents and time stamps.

The T-10T solution is delivered in SaaS mode, with no upfront infrastructure costs for those sending or receiving
certified 0T data. Alleantia's loT gateway can be extended with the ‘trust function’, which allows the data owner
to distribute information generated by its industrial systems to an application only after it has been 'notarised'.
This notarisation takes place at no additional cost for the recipient by attaching a unique digital signature and
time stamp to the data. The recipient will be able to process this |0oT data without having to make significant
changes to existing applications, while retaining the ability to verify the origin of the data and the precise date
it was created. This verification will be possible irrespective of latency and data transfer times to the recipient.

In addition, the data can be automatically stored on Aruba's servers using the 'regulation-compliant digital
storage' solution. This will guarantee long-term access and prevent unauthorised modification of the data.

"We are happy to be able to expand our offer with trust services dedicated to the 10T industry. Entering this
sector, thanks to the integration with the Alleantia platform, represents a fundamental step for us to
demonstrate that trust services are so flexible that they can also be used in complex contexts such as those
of Industry 4.0. The Trusted loT solution verifies the identity of both the sender (data owner) and the receiver
(data user) when they exchange data, ensuring that the data cannot be altered or tampered with. It also certifies
the dates of creation, transmission, and reception (timestamp) of the data. If necessary, the solution can also
store the data in a secure cloud using security elements that have legal value and fully comply with European
regulations." commented Giorgio Girelli, General Manager of Actalis.

"The collaboration with Actalis was essential to create a solution that has the ability to share, manage and
process data in a secure, authenticated and certified way between different organisations, devices and
applications," commented Stefano Linari, CEO of Alleantia. "Trusted IoT allows for a more effective
implementation of interoperability between different data spaces, which are federated software infrastructures
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that are becoming established in international markets. It also helps to strengthen the implementation of
policies around the use of shared data, while ensuring that data sovereignty and contractual access and usage
rules are maintained."

T-loT allows machine and production system manufacturers to strengthen compliance with the New Machinery
Regulation (EU) 2023/1230, which, compared to the Machinery Directive 2006/42/EC, evaluates the safety
impacts of Industry 4.0 enabling technologies such as 10T, Al and robotics. In fact, machinery manufacturers
will have to put in place solutions, processes and practices that can defend the machines they manufacture
from unauthorised access, while maintaining a high degree of security capable of effectively countering cyber
threats. For further details visit: https://www.actalis.com/home.aspx

Actalis — Aruba Group

Actalis is a Certification Authority qualified according to the elDAS regulation for the provision of certified
services and recognised worldwide for the issue of SSL server certificates. Since 2009 part of the Aruba Group,
whose parent company is Aruba S.p.A., a leading Italian company in data centre services, cloud, web hosting,
e-mail and domain name registration, Actalis today serves important functions of the Italian Central Public
Administration, as well as private companies of all sectors and sizes internationally. For further information
visit: https://www.aruba.it

Alleantia

Alleantiais an 10T Integration platform, established in 2011, known internationally for its cutting-edge proposals
applied to the Industrial Internet of Things, especially Industry 4.0. The 'Connected by Alleantia’ software
solutions, installed in the IoT Edge gateways of leading manufacturers, integrate every type of machine,
production plant, transport asset and industrial automation device with the web, business systems and new
IoT applications with 'ready-to-use' interfaces. The availability of 10T data, liberated by Alleantia, enables the
ecosystem of "Connected by Alleantia" partners, software application developers and system integrators, to
implement 4.0 solutions, characterised by high innovation and sustainability content, focused on the creation
of new value, new business models and new opportunities for the growth of new professional skills, allowing
each company to realise its own "Industrial Internet of Things plug&play”. For further information visit:
https://www.alleantia.com/alleantia-actalis-trusted-iot/
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